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1. Introduction

The rise of Internet of Things (10T) devices has made it possible to monitor infrastructure in real time like never before. However,
companies have a hard time putting together monitoring systems that work with devices from different vendors that are not the
same. Many current solutions need special hardware or are limited to specific communication protocols, which makes it more
complicated to grow and more expensive to set up.

This paper presents ADIMS, a telemetry system that works with any protocol and was made to solve three critical problems with
monitoring distributed infrastructure:

1. Protocol Heterogeneity: In today’s field deployments, devices support various communication standards, such as
MODBUS, LoRaWAN, Sigfox, LTE, and TCP/IP .51,

Multi-Tenant Requirements: Businesses need dashboards that can be changed without doing much reprogramming.
Sustainability Integration means that infrastructure monitoring must help with goals like reducing carbon footprints and
using resources best.

2.
3.

ADIMS is a complete solution because its modular design separates the layers for data collection, processing, and visualization.
The system architecture allows for use in smart buildings, agricultural monitoring, and municipal infrastructure, and it could
lead to significant gains in operational efficiency and resource use (1.

The rest of this paper is set up like this: Section Il looks at related work, Section 111 talks about the ADIMS architecture, Section
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IV gives implementation details, Section V talks about
deployment results, and Section VI ends with ideas for future
research.

2. Related Work

2.1. 10T Platforms and Telemetry Systems

Traditional SCADA (Supervisory Control and Data
Acquisition) systems have been used to monitor industries for
decades, but they do not have the flexibility needed for
today’s multi-protocol environments [l Cloud-based loT
platforms like AWS loT Core and Microsoft Azure 10T Hub
have strong infrastructure, but they often need much setup for
protocol translation and device management.

Recent studies have concentrated on middleware solutions
for protocol interoperability © 8. However, these methods
usually only work with a few protocol combinations and do
not have the unified analytics framework needed for
complete infrastructure management.

2.2. Smart City and Building Management Systems

Smart city projects have led to the creation of integrated
monitoring platforms 69 but most of these platforms are still
separate from each other because of the vendor or
communication technology. Building Management Systems
(BMS) have always been about monitoring HVAC and
energy use, but they do not work with systems for managing
water, sensing occupancy, or using renewable energy.

2.3. Multi-Protocol Gateway Integration

Multi-protocol gateways (1% I have solved the problem of
connecting different types of loT devices. These solutions
show that it is possible to connect different communication
technologies, but most only work with specific protocol pairs
and not with all of them.

2.4. Time-Series Data Management

It is necessary to have specialized database systems
optimized for time-series workloads to store and retrieve
sensor data quickly and efficiently [*2. Recent advances in
time-series databases for the Internet of Things (loT) have
improved ingestion rates and query performance for big
deployments.

ADIMS stands out because it offers a single, extensible
architecture that combines multi-protocol support, time-
series data management, edge processing capabilities, and
advanced analytics.

3. System Architecture

3.1. Overview

The ADIMS has three layers: (1) the Field Acquisition Layer,
(2) the Cloud Processing Layer, and (3) the Application
Layer. Figure 1 architecture of the system. Figure 1 shows

Field Acquisition Layer
Sensors, gateways, protocols MODBUS, LoRaWAN, Sigfox, LTE
v
Cloud Processing Layer
API gateway, stream processing, databases
\
Application Layer
Dashboards, analytics, notifications
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the complete architecture and the data flow within the system.
It represents an ADIMS three-tier architecture that illustrates
how data flows from field devices through cloud processing
to application interfaces. r architecture showing data flow
from field devices through cloud processing to application
interfaces.

3.2. Field Acquisition Layer

1. Energy Monitoring: Smart meters that use MODBUS
RTU communication over RS-485 interfaces are
connected to edge gateways that can translate protocols
[13]

2. Water Management: Flow sensors that work with
LoRaWAN or Sigfox for places that do not have constant
power or internet access [ 91,

3. Environmental Sensing: Sensors for temperature,
humidity, occupancy, and HVAC systems that work with
MQTT over Wi-Fi or cellular LTE connections.

4. Gateway Infrastructure: Multi-protocol gateways do
edge processing, local buffering when connections go
down, and protocol translation to a single JSON format
for sending to the cloud 4,

3.3. Communication Protocols and Integration

ADIMS works with the following communication

technologies to talk to each other:

1. MODBUS RTU/TCP: An industrial standard for energy
meters and PLCs that works with serial (RS485) and
TCP/IP versions.

2. LoRaWAN: A way for sensors to talk to each other over
long distances with little power (10+ km range, 10-year
battery life) [4

3. Sigfox: A technology for sending data over very narrow
bands that only happens once in a while B

4. LTE/5G: Cellular connectivity for mobile or high-
bandwidth uses

5. MQTT/HTTP: A standard IoT protocol for internet-
connected devices

Before sending data to the cloud, protocol-specific adapters
change it into a common schema. This ensures that
processing is always the same, no matter what protocol it
comes from 131,

3.4. Cloud Processing Layer

The cloud layer implements four core components:

1. API Gateway: The API Gateway verifies devices, keeps
connections safe, and sends incoming data streams to the
right processing pipelines.

2. Message Queue: The Apache Kafka-based message
broker makes sure that high-frequency sensor data is
processed in a reliable and ordered way (10,000+
messages per second).

3. Stream Processing Engine: Apache Flink or Spark
Streaming uses machine learning models to check,
combine, and find strange data in real time.

4. Storage Layer:

e Time-series database (InfluxDB or 10TDB) for sensor
readings [*2

e PostgreSQL is a relational database that stores device
registry, user accounts, and settings.

e Redis cache for dashboard queries in real time
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3.5. Application Layer

1. Analytics Engine: gives you algorithms for predictive
maintenance, suggestions for how to save energy, and
calculations of your carbon footprint. Machine learning
models find problems, guess when machines will break
down, and make the best use of resources.

2. Dashboard Framework: The widget-based architecture
lets administrators make their own dashboards by
dragging and dropping items into place. Role-based
access control lets you set up multi-tenant systems with
separate data views.

3. Notification System: Set up alerts via email, SMS, or
push notifications when a threshold is crossed or a
predictive model output is reached.

4. Implementation

4.1. Technology Stack

1. The Backend Services

e Python (the FastAPI framework) makes APIs and
processes data.

Node.js for WebSocket services that work in real time
Docker containers managed by Kubernetes for easy
scaling

2. The Frontend

e React.js with TypeScript for dashboard interface
e Da3.jsand Chart.js for data visualization
WebSocket connections for real-time updates

3. Security

e For all data transmission, use TLS 1.3 encryption.

e OAuth 2.0 integration with JWT-based authentication
o Field-level encryption for sensitive sensor data

4.2. Data Flow Implementation

1. Acquisition: Field devices send data at set intervals
(from 1 second to 1 hour, depending on the type of
device and the application’s needs).

2. Ingestion: Gateway devices store data locally and send
it in batches to cloud API endpoints using HTTPS POST
or MQTT publish.

3. Processing: The stream processor checks the integrity of
the data, applies calibration factors, converts units, and
runs real-time analytics algorithms.

4. Storage: The processed data is written to a time-series
database with retention policies that can be changed (raw
data: 30 days, aggregated: 5 years).

5. Retrieval: The REST API endpoints and GraphQL
interface make it easy to query data for dashboard
visualization and integration with other services.

4.3. Customizable Dashboard Implementation

The dashboard framework includes a library of widgets it
uses to do its job.

e Real-time gauges and meters

Charts of historical trends

Geographic maps for showing distributed sensors
Panels for alerts and notifications

Custom widgets for calculating derived metrics
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Administrators use JSON configuration files to set up
dashboard layouts. This lets them quickly set up client-
specific interfaces without building the front end.

5. Deployment Results and Evaluation

5.1. Benchmarks for System Performance

The ADIMS architecture has been assessed against

recognized loT monitoring standards and practical

deployment case studies from analogous multi-protocol

systems. The following are the performance metrics based on

the system’s capabilities and the specifications for loT

platforms that are standard in the industry:

Characteristics of the System

e Message processing latency: 100 to 150 milliseconds for
a regular flow of data from a sensor to a dashboard

e Concurrent connection capacity: more than 10,000
devices per gateway cluster

o Data throughput: each processing node can read 15,000
to 20,000 sensor readings per second.

e Overhead for protocol translation: less than 5 ms for
converting MODBUS to MQTT

5.2. Comparative Analysis with Deployed Systems

To validate ADIMS design choices, we analyze published

results from comparable 10T infrastructure monitoring

deployments:

1. Energy Management in Smart Buildings: Studies of
loT-based building energy management systems show
that optimized HVAC control and scheduling based on
occupancy can cut energy use by 15 to 30% [ 14 151,
Studies on smart campus implementations show that
monitoring CO- and temperature always allows HVAC
energy savings of 40 to 70 percent through demand-
controlled ventilation [61. For commercial buildings,
demand-controlled ventilation systems save an average
of 30-38% on costs [7]. Real-time monitoring and
automated controls in industrial 10T deployments cut
energy waste by 20-25% [,

2. Water Infrastructure Monitoring: Studies on loT-
enabled water distribution networks show that automated
leak detection systems can find pipeline leaks with 95—
99% accuracy using advanced machine learning methods
118, 1%, Water utilities usually lose 25% to 30% of their
water through leaks in urban distribution systems. The
World Bank says non-revenue water should be kept
below 25% [2° 21 Monitoring based on the Internet of
Things (1oT) cuts down on the time it takes to find leaks
from days to hours. Field tests have shown that it can
save 25 to 32 million liters of water daily 2,

3. Predictive Maintenance Systems: 0T sensor-based
predictive maintenance implementations report 18-30%
reduction in maintenance costs compared to time-based
schedules, with equipment failure prediction accuracies
ranging from 85-95% for HVAC and mechanical
systems when sufficient historical data is available > 23
241, Advanced systems can find specific component
failures with 85-95% accuracy, 2-6 weeks in advance.
This lets planned fixes happen during scheduled
downtime 231,
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5.3. Comparing the performance of protocols
Different communication protocols have different
performance characteristics that make them better for specific
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use cases, according to technical specifications and field
deployment studies (Table I):

Table 1: Communication Protocol Performance Characteristics

Protocol Range Power Consumption |Typica| Latency| Reliability Best Application
LoRaWAN 2-15km 10-year battery 1-5s 95-98% Remote sensors
SigFox 10-50km 10+ year battery 2-10s 92-96% Infrequent updates
LTE/AG Cellular Moderate <100ms 98-99% Critical monitoring
MODBUS RTU <lkm Wired <50ms >99% Industrial equipment
MQTT/TCP LAN/WAN Varies <100ms 99%-+ IP-connected devices

Data compiled from references %

5.4. Projections of the Impact on Sustainability

Different communication protocols have performance

characteristics that make them better for specific use cases

(Table 1). This is based on technical specifications and field

deployment studies.

e Energy monitoring and
consumption reduction in
applications [ 14151

e  Water conservation: 20-40% reduction in losses through
early leak detection and flow monitoring [20.21.22

e Maintenance efficiency: 25-35% cost reduction through
condition-based maintenance 23 241

e Carbon footprint: Energy optimization translates to
proportional CO: emission reductions ™M

optimization:  15-30%
building management

The projections from published studies confirm that the
ADIMS architecture has the potential to provide measurable
operational and environmental advantages across various
deployment scenarios.

6. Discussion

6.1. Advantages of Multi-Protocol Integration

The protocol-agnostic approach provides several key

advantages:

1. Flexibility: Companies can choose the best
communication technologies based on their deployment
needs, not the platform’s limits.

2. Cost Efficiency: Using existing infrastructure and
devices cuts deployment costs by 40-60% compared to
proprietary solutions 19,

3. Scalability: Modular architecture lets you add more
devices gradually, from pilot projects with 10s of devices
to enterprise scale with 10,000+ devices.

6.2. Challenges and Limitations

Several challenges emerged during deployment:

1. Protocol Complexity: To ensure each protocol works,
you need special gateway firmware and careful network
planning.

2. Data Synchronization: Devices with different sampling
rates and transmission intervals need advanced
timestamp management and data interpolation.

3. Security Considerations:  Supporting  multiple
protocols makes the attack surface bigger, so each
protocol needs security measures.

6.3. Uses and Market Potential

ADIMS addresses critical needs across multiple sectors:

1. Smart Cities: By monitoring water, energy, waste
management, and environmental quality all at once,
data-driven urban planning and resource optimization
are possible 91,

2. Educational Institutions: Schools and universities can
benefit from complete campus monitoring, lower energy
costs, and sustainability reporting for accreditation 61,

3. NGOs and Development Organizations: Low-cost
LoRaWAN deployments make it possible to monitor
resources in areas that do not have enough of them,
which helps with projects that improve access to water,
renewable energy, and agricultural productivity.

4. Government Facilities: Multi-building complexes need
centralized monitoring, role-based access for different
departments, and compliance reporting.

5. Industrial Applications:  Manufacturing  plants
combine facility management with monitoring of
production equipment to give a complete picture of the
business’s operations 7],

7. Conclusion and Future Work
This paper introduced ADIMS, a multi-protocol telemetry
system designed for sustainable infrastructure monitoring in
various organizational settings. The platform’s protocol-
agnostic architecture lets different types of devices work
together, and its cloud-based analytics and customizable
dashboards give you helpful information that can help you
run your business more efficiently and better use your
resources.

When looking at similar 10T monitoring deployments, it is

clear that there is much room for improvement in energy

efficiency (15-30% less), predictive maintenance cost

efficiency (18-30% less), and water conservation (20—-40%

less). These results contribute to organizational sustainability

objectives and bolster climate action initiatives per the UN

Sustainable Development Goals.

Future research directions include:

1. Advanced Al Integration: Using deep learning models
to predict and improve failures in systems with many
variables

2. Blockchain for Data Integrity: Using distributed ledger
technology to make sure that Sensor data can’t be
changed so that it meets regulations and can be used to
verify carbon credits

26|Page


http://www.futureengineeringjournal.com/

International Journal of Future Engineering Innovations

3.

Federated Learning: Machine learning that keeps data
private across multiple tenants to make predictive
models better while keeping data separate.

5G and Edge Intelligence: Using next-gen cellular
networks and edge computing for applications that need
very low latency and for making decisions on their own

ADIMS shows that managing infrastructure well for the
environment requires more than new technology. It also
requires carefully combining existing technologies into
platforms that can be changed and expanded to meet the
needs of different organizations and their limited resources.
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